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Current Developments in Open Banking From 
the EU and Austrian Law Perspective
Introduction
In the last couple of years, the bank-centric 
financial market has been increasingly faced 
with challenges related to the spectrum of choic-
es that can be provided to customers as well as 
the development of new financial products and 
services based on the technologies which are 
gaining in popularity. One of the most important 
(and often described as revolutionary) trends is 
“open banking”, a banking practice that enables 
third-party financial services providers access to 
several types of data kept by banks and other 
financial institutions, thereby transforming the 
existing bank-centric financial system and, most 
importantly, introducing innovation and competi-
tion into the financial services sector. 

Simultaneously, the (supra)national legislators 
and regulators have been – considering several 
developments that have taken place on the mar-
ket – presented with new legal issues that need-
ed to be addressed. In the context of the open 
banking phenomenon, these issues include, 
among others, defining the appropriate and suf-
ficient regulatory response as well as concerns 
related to regulation of data being shared in 
this respect. This paper will focus on the latter 
aspect, namely the question of how to regulate 
increased data sharing while maintaining high 
standards of privacy and data protection as well 
as ensuring a level playing field between differ-
ent financial services providers (including banks 
and fintech providers).

The key EU measure in this respect was the 
introduction of the Directive (EU) 2015/2366 of 
the European Parliament and of the Council of 
25 November 2015 on payment services in the 
internal market, amending Directives 2002/65/
EC, 2009/110/EC and 2013/36/EU and Regula-
tion (EU) No 1093/2010, and repealing Directive 
2007/64/EC (PSD 2) which entered into force 
on 12 January 2016 and started to apply on 
13 January 2018. EU member states, including 
Austria, have transposed the PSD 2 into national 
legislation to establish a functioning legal frame-
work for payment services providers as well as 
general rules applicable to the financial services 
sector as a whole.

Despite the successful implementation of the 
PSD 2 and its provisions, the new legal chal-
lenges combined with the new technologies that 
have emerged require amendment of the current 
legal rules. In particular, one of the main issues 
is the interaction of financial services rules on 
open banking (including PSD 2) with personal 
data protection and privacy law which will be 
discussed below.

What is open banking?
Open banking is an emerging banking practice 
with the purpose of providing third-party finan-
cial services providers “open access” to vari-
ous types of data on consumers as well as other 
financial data kept by either banks or other finan-
cial institutions. In principle, the open access to 
such data is provided using the so-called appli-
cation programming interfaces (APIs).
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Open banking therefore breaks the concentration 
of information in traditional banks and increases 
networking of multiple accounts as well as data 
across the financial services sector merged 
between old and new service providers (see, 
for instance, F. Ferretti, Open Banking: Gordian 
Legal Knots in the Uncomfortable Cohabitation 
between the PSD2 and the GDPR, 1 European 
Review of Private Law 2022, 30, pages 73–102). 
As will be discussed in more detail below, this 
enables new products and services to enter the 
fintech market, which leads to a better overall 
customer experience. 

Under the PSD 2 regime there are, broadly 
speaking, two different types of entity that are 
regulated and considered as third-party provid-
ers in the above sense, namely: 

•	account information service providers (AISP), 
and 

•	payment initiation service providers (PISP). 

The aim of the AISP and their respective ser-
vices is to provide a payment services user with 
an overall view of its financial situation imme-
diately at any given moment (see, for instance, 
Recital 28 of PSD 2). Payment initiation services, 
on the other hand, enable the PISP to provide 
comfort to a payee that the payment has been 
initiated to provide an incentive to the payee to 
release the goods or to deliver the service with-
out undue delay (ie, a low-cost solution for both 
merchants and consumers that provide the latter 
with a possibility to shop online even without 
possessing payment cards – see, for instance, 
Recital 29 of PSD 2). It should be noted that both 
types of third-party providers described above 
must be licensed and need to comply with the 
legal requirements laid down in PSD 2.

Legal framework – status quo
The key legal act on the EU level is PSD 2 which 
forms the cornerstone of EU legislation on open 
banking. As a successor of Directive 2007/64/EC 
of the European Parliament and of the Council of 
13 November 2007 on payment services in the 
internal market amending Directives 97/7/EC, 
2002/65/EC, 2005/60/EC and 2006/48/EC and 
repealing Directive 97/5/EC, which was largely 
limited to the regulation of payment services and 
information requirements for payment services 
providers, PSD 2 tackles broader issues. This 
includes, among other things, opening up pay-
ment markets to new entrants as well as further-
ing the level playing field for payment services 
providers, leading to more (fair) competition, 
greater choice and better prices for consumers. 
In this context, PSD 2 pertains to companies 
offering consumer-oriented or business-oriented 
payment services which are based on access to 
the payment account and differentiates between 
account information services on the one hand 
(provided by AISP) and payment initiation ser-
vices on the other (provided by PISP) – ie, both 
licensable payment services, pursuant to Nos 7 
and 8 of Annex 1 to PSD 2.

In Austria, PSD 2 has been transposed, among 
other acts, into the Austrian Payment Services 
Act (ZaDiG 2018).

Key provisions of PSD 2/ZaDiG 2018 relating to 
open banking aspects relevant to this paper are 

•	Article 66 of PSD 2 (which has been trans-
posed into Section 60 of ZaDiG 2018 with, in 
principle, no notable derogations) in relation 
to payment initiation services (Zahlungsauslö-
sedienste); and 

•	Article 67 of PSD 2 (which has been trans-
posed into Section 61 of ZaDiG also with, in 
principle, no notable derogations) in relation 
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to account information services (Kontoinfor-
mationsdienste).

Apart from the regulation pertaining to payment 
services as such, open banking is subject to 
several other regulatory realms including EU 
electronic verification rules, cybersecurity leg-
islation, the most recently adopted EU digital 
finance package, and, finally, privacy and per-
sonal data protection legislation.

Amending proposals for the existing legal 
framework
Following the European Commission’s Call for 
Advice on the review of the PSD 2 in 2021, the 
European Banking Authority (EBA) published, 
on 23 June 2022, an Opinion of the European 
Banking Authority on its technical advice on the 
review of Directive (EU) 2015/2366 on payment 
services in the internal market (PSD2) (the “EBA 
Opinion”). In the comprehensive EBA Opinion, 
the EBA’s amending proposals touch upon sev-
eral aspects with the aim of contributing to the 
development of a single EU retail payments 
market as well as ensuring a harmonised and 
consistent application of the legal requirements 
across the EU. As a side note it is worth mention-
ing that even though discussions are currently 
taking place on the EU level, the amendment of 
the PSD 2 regime will result in amendments of 
the EU member states’ national payment ser-
vices regimes (including ZaDiG 2018 in Austria).

One of the EBA’s proposals aims at protecting 
consumers’ data, more particularly, access to 
and use of payment accounts data in relation 
to account information services and payment 
initiation services (ie, also a special section of 
the European Commission’s Call for Advice). 
On several occasions, the EBA Opinion men-
tions the problem of interplay between PSD2 
and Regulation (EU) 2016/679 of the European 

Parliament and of the Council of 27 April 2016 on 
the protection of natural persons with regard to 
the processing of personal data and on the free 
movement of such data, and repealing Direc-
tive 95/46/EC (GDPR). According to the EBA, 
legal uncertainty of interplay between PSD 2 and 
the GDPR pertains especially to the following 
aspects (as outlined on pages 113 et seq of the 
EBA Opinion).

•	The implementation of the data minimisation 
requirements under the GDPR into the design 
of the interfaces that account servicing pay-
ment services provider are required to provide 
under PSD2.

•	The processing of special categories of 
personal data, and in particular whether the 
processing of payment transaction data is 
subject to the requirements in Article 9 of the 
GDPR (whereby it shall be borne in mind that 
such an interpretation could have far-reaching 
effects on the processing of all payment 
transactions and on the financial system).

•	The legal ground for processing of the so-
called “silent party” (defined by the European 
Data Protection Board (EDPB)) as personal 
data pertaining to a data subject who is 
not the user of a specific payment services 
provider, but whose personal data is being 
processed by that specific payment services 
provider for the performance of a contract 
between the provider and the payment ser-
vices user; see EDPB: Guidelines 06/2020 on 
the interplay of the Second Payment Services 
Directive and the GDPR as of 15 December 
2020 (the “EDPB Guidelines”).

•	The compatibility of the GDPR principle of 
data minimisation with “screen scraping” 
techniques.

•	The possibility for third-party providers to 
share with account servicing payment ser-
vices providers data such as the payment 

https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Opinions/2022/Opinion%20od%20PSD2%20review%20%28EBA-Op-2022-06%29/1036016/EBA%27s%20response%20to%20the%20Call%20for%20advice%20on%20the%20review%20of%20PSD2.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Opinions/2022/Opinion%20od%20PSD2%20review%20%28EBA-Op-2022-06%29/1036016/EBA%27s%20response%20to%20the%20Call%20for%20advice%20on%20the%20review%20of%20PSD2.pdf
https://edpb.europa.eu/sites/default/files/files/file1/edpb_guidelines_202006_psd2_afterpublicconsultation_en.pdf
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services user’s location, IP-address, and 
other device data.

Further to the above aspects, additional prob-
lems of interplay between PSD 2 and other legal 
acts regulating the processing of personal data 
may arise also in light of the specific require-
ments stemming from national legal regimes. 
In Austria, the most important national law in 
this area is the strict banking secrecy legisla-
tion which may affect the data protection regime 
under PSD 2.

Lawfulness of processing of the customer’s 
data by third-party providers
One of the main issues deriving from the inter-
play between PSD 2 and the GDPR is the nature 
of the legal bases for processing customers’ 
data. Although the EDPB Guide has provided 
a certain level of clarity in this respect, both the 
EBA and EDPB recognised that explicit consent 
under Article 94 (2) of PSD2 shall be differentiat-
ed from (explicit) consent under the GDPR leav-
ing several aspects of the issue at hand unclear 
to a certain extent.

Consent under the GDPR 
Under the GDPR, controllers that wish to pro-
cess personal data must have a legal basis. Arti-
cle 6(1) of the GDPR represents an exhaustive 
and restrictive list of legal bases for processing 
of personal data under the GDPR regime which 
includes, among others, consent (Article 6(1)(a), 
GDPR).

Consent of the data subject under the GDPR 
regime (as defined in Article 4(11), GDPR which 
reflects Recital 32 thereof) shall be understood 
as “any freely given, specific, informed and 
unambiguous indication of the data subject’s 
wishes by which he or she, by a statement or 
by a clear affirmative action, signifies agreement 

to the processing of personal data relating to 
him or her”.

Apart from other safeguards stemming from, 
for instance, Articles 7 and 9 of the GDPR, it 
shall also be mentioned that consent can under 
no circumstances be inferred from potentially 
ambiguous statements or actions. In addition, 
consent cannot be obtained through, for exam-
ple, agreeing to a contract or accepting general 
terms and conditions (see page 13 of the EDPB 
Guidelines).

Despite national legal rules pertaining to consent 
in the context of processing of personal data 
(in particular, the Austrian Data Protection Act 
(Datenschutzgesetz – DSG)), the GDPR regime 
constitutes a comprehensive regulation of con-
sent which means that the DSG provisions are in 
this respect, generally speaking, of no relevance.

Explicit consent under PSD 2/ZaDiG 2018 
According to Article 94 (2) of PSD 2, payment 
services providers shall only access, process, 
and retain personal data necessary for the provi-
sion of their payment services, with the explicit 
consent of the payment services user.

Although similar in nature, explicit consent under 
PSD 2 shall be differentiated from (explicit) con-
sent under the GDPR regime, according to the 
EDPB Guidelines. Namely, the EDPB explicitly 
rejected the notion that Article 94 (2) of PSD 2 
shall be regarded as an additional legal basis 
for processing of personal data. Accordingly, the 
explicit consent requirement defined in Article 
94(2) of PSD2 shall be regarded as an additional 
requirement of a contractual nature in relation to 
the access to, and subsequent processing/stor-
age of, personal data in the context of provision 
of payment services (see page 14 of the EDPB 
Guidelines). Due to the fact that the explicit con-
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sent under Article 94 (2) of PSD 2 is a contrac-
tual consent, the following aspects are implied, 
according to the EDPB Guidelines.

•	When entering into a contract with a payment 
services provider in line with PSD 2, data 
subjects must be made fully aware of the 
specific categories of personal data that will 
be processed.

•	Data subjects shall be made aware of the 
specific (payment service) purpose for which 
their personal data will be processed and 
shall agree to these clauses in an explicit 
fashion. 

•	The relevant clauses should be clearly dis-
tinguishable from the other clauses within 
the contract and should be required to be 
accepted by the data subject in an explicit 
fashion.

In conclusion, consent under Article 94 (2) of 
PSD 2 does not represent a legal ground for the 
processing of personal data; however, it ensures 
a degree of control and transparency for the user 
of payment service.

In Austria, Article 94 (2) of PSD 2 has been trans-
posed in Section 90 (4) of ZaDiG 2018 without, 
generally speaking, any notable differences. 
Nonetheless, Section 90 (4) of ZaDiG 2018 goes 
a step further than 94 (2) of PSD 2 by stipulat-
ing that payment services providers shall inform 
payment services users about the processing 
of personal data in accordance with Article 13 
(Information to be provided where personal data 
are collected from the data subject) and Article 
14 (Information to be provided where personal 
data have not been obtained from the data sub-
ject) of the GDPR.

Austrian banking secrecy regulation as an addi-
tional set of requirements pertaining to process-
ing of customer’s data by third-party providers 

Apart from requirements pertaining to (explicit) 
consent under the GDPR and PSD 2 regime, 
there is one additional aspect that needs to 
be considered when assessing the role of cus-
tomer’s consent in the context of open banking 
regulation, namely consent to allow access to a 
customer’s banking data as per banking secrecy 
provisions. See The Role of Consumer Consent 
in Open Banking: Financial Inclusion Support 
Framework. Technical Note; Washington, DC © 
World Bank (the “Technical Note”).

Banking secrecy (Bankgeheimnis), a general 
obligation of banks not to pass on information 
to third parties which they obtained because of 
a business relationship, is traditionally excluded 
from the scope of the EU harmonisation project. 
This means that the banking secrecy legislation 
is almost entirely based on national rules. In 
Austria, the banking secrecy rule in enacted in 
Section 38 of the Austrian Banking Act (Bank-
wesengesetz, BWG).

Section 38 (1) of the BWG sets out that credit 
institutions (eg, banks), their shareholders, mem-
bers of governing bodies, employees, and other 
staff employed by the credit institutions shall not 
disclose or exploit secrets entrusted to them or 
made accessible to them exclusively based on 
business relations with customers. This means 
that the entities/persons subject to banking 
secrecy rules must ensure their customer’s 
interest in confidentiality in the form of a duty 
of confidentiality on the part of the obliged enti-
ties/persons (see Kammel in Laurer/M. Schütz/
Kammel/Ratka, BWG Section 38 No 1-7 (Status 
1.1.2019, rdb.at)).

https://openknowledge.worldbank.org/bitstream/handle/10986/37073/P1705050aeb8e704f088260f228802b73b8.pdf?sequence=1&amp;isAllowed=y
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Despite the strict nature of the banking secrecy 
provision, Section 38 (2) of the BWG lays down 
several scenarios which release the obliged 
entities/persons from banking secrecy require-
ments. These include, inter alia, the customer’s 
express and written consent to the disclosure 
of the secret, pursuant to Section 38 (2) No 5 
of the BWG (whereby it shall be noted that the 
BWG also foresees certain exemptions from the 
requirement that such consent shall be provided 
in a written form, in particular in cases where 
means of distance communication with custom-
er authentication are used). Austrian legal schol-
ars have described express and written consent 
as a “non-genuine exception” to banking secre-
cy regulation and simultaneously emphasised its 
function as a protective measure to ensure that 
the customer does not grant premature or mis-
leading consent (due to the requirement of writ-
ten form and an express nature) (see Kammel in 
Laurer/M. Schütz/Kammel/Ratka, BWG Section 
38 No 20 (Status 1.1.2019, rdb.at)).

In light of the above, Austrian law imposes – in 
addition to explicit consent-related requirements 
under the GDPR and PSD 2 – explicit and writ-
ten consent requirements under the Austrian 
banking secrecy legislation, under the assump-
tion that the entity/person in question is sub-
ject to the respective rules. This means that the 
relevant entities shall also observe this aspect 
when considering participating in open banking 

arrangements, in particular due to the possible 
consequences/sanctions that may apply in the 
case of a breach of the banking secrecy legal 
framework which range from civil and criminal 
to administrative sanctions.

Conclusion
Considering the ever-growing popularity and 
presence of open banking on the financial ser-
vices market, it may be expected that such 
arrangements will become more and more 
important as well as increasingly used by dif-
ferent market participants. Although this will 
bring benefits to customers and the financial 
services market as such, it will simultaneously 
create challenges for legislators and regulators 
to ensure a safe and stable market.

Despite the issue of consent for processing data 
in the course of existing open banking arrange-
ments in the EU being, for the most part, clari-
fied, the authors believe that there are still several 
uncertainties which may – especially in the case 
of larger amounts of data and other types of data 
being processed – cause problems. In order to 
avoid any issues in the future, the amendment 
of PSD 2 (as well as any other legal acts) should 
also clarify in detail the interplay of PSD 2 and 
the GDPR as well as – although not important for 
the EU as a whole – potential conflicts with the 
national banking secrecy regimes.
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